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Bank account and Social Security numbers are to thieves like yeast is to a baker.
Ramsey County Attorney John Choi used that simile during a presentation to area senior citizens about fraud earlier this month.

Hosted by the Consortium of Lake Area Senior Services Jan. 15 at the White Bear Lake Library, Choi talked about common identity theft
and scam schemes. He also provided tips on how to reduce the chances of becoming a victim.

Scammers attempt to trick people into giving them money, usually via a wire transfer. Identity thieves obtain personal information and use it
to drain your bank account, make purchases using your credit card number, open fraudulent credit accounts, fraudulently obtain government
benefits in your name, file a false tax return in your name to obtain a refund and more.

Often the information thieves are middlemen who sell the information to someone who knows how to use it for the most financial gain, Choi
reported. And often they are drug addicts who resort to criminal activity to fund their addiction, he added.

The county prosecutor's prevention advice revolved around two themes: take precautions to keep your information private and think twice
before giving money to a person or business with whom you are not familiar.

Choi's tips for protecting your identity included:

* Don't carry your Social Security card with you and don't give out your number unless absolutely necessary. Make a copy of your Medicare
card, black out your Social Security number and carry only this copy of the card.

* Don't put your Social Security number, phone number, driver's license number or birth date on your checks.

* Carry as few credit and debit cards as possible. If you don't expect to use it that day, leave it at home.

* Never leave your purse or wallet unattended.

* Shred all documents containing personal information with a cross shredder before disposing of them.

* Don't place any outgoing mail containing checks, account numbers or other sensitive information in an unsecured mailbox.

* Know when your bank and credit card statements typically arrive and retrieve them promptly from your mailbox. And if they don't arrive
when anticipated, check in with the sender.
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« If you shop online, make sure the website is secure before you enter payment information. The web address should begin with “https://” (if
there is no “s” it is not secure).

* Don't use guessable passwords. “123456” and “password” are the most popular.

* If you receive an unanticipated phone call from someone you don't know seeking personal information, do not give it out, even if the caller
claims to be from your bank or a government agency. Legitimate information requests are rarely initiated by phone. Don't trust caller ID, as
scammers can fake their numbers. When in doubt, hang up and contact the entity via another means.

* Never respond to an unanticipated email requesting personal information. Identity thieves send emails posing as banks, online retailers and
other businesses. Typically the email claims that you need to update your account information or your service will be suspended. The emails
often look convincingly like they came from a legitimate business and they sometimes also contain a link to a website that appears to belong
to the business but is also actually a fake. Contact the business via another means to determine if the email if legitimate.

* Check your credit report regularly. It's free up to three times a year (once a year through each of the three national credit reporting
companies). Go to annualcreditreport.com or call 1-877-322-8228.

Choi's suggestions for avoiding financial scams included:

* A caller who claims to be a relative and requests you to wire money to resolve an emergency is probably a scammer. Ask the caller a
question to which an imposter could not guess the correct answer.

* Never respond to an email from a friend or relative requesting emergency funds. It's likely the person's account has been hacked. Contact
the person by another means to confirm.

« Unsolicited contact via any medium claiming you have won a prize is most likely a scam. “You can't win a contest you didn't enter,” Choi
said. The scammer will usually claim you must pay taxes or another fee before you can claim the prize, which then never arrives.

* Don't give money to door-to-door solicitors seeking work or a charitable donation unless they have paperwork with them indicating they
are a reputable business or charity.

* Don't believe a caller claiming to be from the IRS or another government agency threatening legal action if you don't pay owed taxes or a
fine. Governmental notifications always come via mail.

* Be cautious and do research before responding to solicitations from reverse mortgage lenders or living trust preparers. They may be
scammers or charge high hidden fees.

* Be weary of any solicitation that promises a large investment return or a significantly underpriced product or service. “If it sounds too good
to be true you should be very, very suspicious,” Choi said.
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