Exhibit 1
Business Associate Agreement

This Business Associate Agreement (“BA Agreement”) is referenced by and incorporated within Agreement #[Contract ID] (the “Service Agreement”) between Ramsey County, Minnesota, a political subdivision of the State of Minnesota, on behalf of [name/address of county department] ("Covered Entity") and [name/address of business associate], ("Business Associate") (each a "Party" and collectively the "Parties"). 
Recitals
A. The Service Agreement identifies services between the Parties that require execution of a Business Associate Agreement as defined by the Health Insurance Portability and Accountability Act of 1996 as amended ("HIPAA") and the Privacy, Security, Breach Notification, Electronic Transactions, and Enforcement Rules at 45 C.F.R. Parts 160, 162, and 164 (HIPAA Rules).
B. Ramsey County is a Covered Entity that is a Hybrid Entity as defined at 45 C.F.R. § 164.105.  
C. The Service Agreement identifies certain program areas/units of Covered Entity that are included in Covered Entity’s Health Care Component and in need of Business Associate’s services;
D. In accordance with HIPAA Rules, which require Covered Entity to have a written contract or memorandum of understanding with its Business Associates, the Parties wish to establish satisfactory assurances that Business Associate will appropriately safeguard PHI and, therefore, execute this BA Agreement.

NOW, THEREFORE, intending to be legally bound, the Parties agree as follows:
1. Definitions.  Terms defined in the Recitals and introductory paragraph of this BA Agreement are incorporated by reference.  Capitalized terms used but not otherwise defined in this BA Agreement shall have the same meaning as those terms in the HIPAA Rules as amended from time to time.  
(a) “Business Associate” shall generally have the meaning set forth in HIPAA Rules and also shall refer to the Party identified in this BA Agreement that serves as the Business Associate.
(b) “Covered Entity” shall generally have the meaning set forth in HIPAA Rules and also shall refer to the identified Health Care Components of the Party identified above as the Covered Entity, in accordance with the use of this term at 45 C.F.R. § 164.105(a)(2)(i)(A).
(c) Protected Health Information (PHI) shall generally have the meaning set forth in HIPAA Rules and also shall refer to PHI applicable to the relationship between the Parties under this BA Agreement and the Service Agreement.


2. Representations, Acknowledgements, & Satisfactory Assurances of Business Associate.  Business Associate hereby represents and acknowledges:  i) it has legal status as a Business Associate under HIPAA Rules as a direct result of its relationship with Covered Entity under the Service Agreement; ii) it has read and fully understands the extensive legal requirements of Business Associates under HIPAA Rules; iii) it has sufficient technical, legal, and monetary resources and know-how to comply with all Business Associate regulatory and contractual requirements for the full term of the Service Agreement, including any renewals or amendments it may execute;  and iv) that the consideration identified in the Service Agreement is, in part, in exchange for obligations under this BA Agreement, which may be referenced or incorporated into the Service Agreement.  Business Associate offers and Covered Entity accepts these representations and acknowledgments, along with other promises in this BA Agreement, as satisfactory assurances that Business Associate will appropriately safeguard PHI, including electronic PHI.
3. Obligations of Business Associate.  Business Associate agrees and promises in good faith to do all of the following:
(a) Comply with all Business Associate obligations and requirements under HIPAA Rules and, if uncertainty exists as to how to achieve compliance, request direction from Covered Entity.
(b) Comply with other requirements under HIPAA Rules that may apply to the Covered Entity, such as when Business Associate carries out one or more of the Covered Entity’s obligations under HIPAA Rules.
(c) Use and disclose PHI only: (i) when required by law; ii) as set forth in this BA Agreement; or (iii) as set forth in the Service Agreement or, if the Service Agreement is ambiguous or incomplete, then only as permitted or required by the Covered Entity’s Notice of Privacy Practices that was in effect when the information was collected from the individual.
(d) MINIMUM NECESSARY.  Limit its use, disclosure, and requests for use or disclosure to the minimum amount necessary to accomplish the intended purpose in accordance with the requirements of the HIPAA Rules.
(e) Implement administrative, physical, and technical safeguards that reasonably and appropriately protect the confidentiality, integrity and availability of electronic PHI that it creates, receives, maintains, or transmits on behalf of the Covered Entity.
(f) Manage Security Incidents in compliance with 45 C.F.R. Part 164 Subpart C, including immediate notification to the Covered Entity of a Security Incident upon discovery.
(g) Upon discovery of a Breach as defined at 45 C.F.R. § 164.402, which is recognized by HIPAA Rules as a type of Security Incident, comply with 45 C.F.R. Part 164 Subpart D, which includes immediate notification to Covered Entity in a prescribed form and providing prescribed information.  In addition to the requirements of HIPAA Rules, Business Associate shall: 
(1) Identify all known individuals or entities that caused or contributed to the occurrence of a Breach at Business Associate’s expense; and
(2) Cooperate with Covered Entity to notify, at Business Associate’s expense, all Individuals and media required to be notified under the HIPAA Rules; and 
(3) Indemnify Covered Entity for any reasonable expenses Covered Entity may incur in connection with such Breach, including notification.
(h) The parties acknowledge that the definition of Breach as set forth in the HIPAA Rules at 45 C.F.R. Part 164.402 excludes the following circumstances and therefore Breach notice requirements do not apply:
(1) Any unintentional acquisition, access, or use of PHI by a workforce member or person acting under the authority of a Covered Entity or a Business Associate, if such acquisition, access, or use was made in good faith and within the scope of authority and does not result in further use or disclosure in a manner not permitted under 45 C.F.R. Part 164, Subpart E.
(2) Any inadvertent disclosure by a person who is authorized to access PHI at a covered entity or business associate to another person authorized to access PHI at the same Covered Entity or Business Associate, or organized health care arrangement in which the Covered Entity participates, and the information received as a result of such disclosure is not further used or disclosed in a manner not permitted under 45 C.F.R. Part 164, Subpart E.
(3) A disclosure of PHI where a Covered Entity or Business Associate has a good faith belief that an unauthorized person to whom the disclosure was made would not reasonably have been able to retain such information.
(i) In accordance with 45 C.F.R. § 164.524, provide access to PHI in a Designated Record Set to an Individual at the request of Covered Entity and in the time and manner designated by Covered Entity.  Provide immediate notice to Covered Entity when Business Associate receives a request for access from an Individual.
(j) In accordance with 45 C.F.R. § 164.526, make amendments to PHI in a Designated Record Set as directed by the Covered Entity or take other measures as necessary to satisfy Covered Entity’s obligations regarding amendments. Provide immediate notice to Covered Entity when Business Associate receives a request for an amendment from an Individual.
(k) Make its internal practices, books and records, including policies, procedures and PHI, relating to the use and disclosure of PHI received from, or created or received by Business Associate on behalf of Covered Entity available to the Covered Entity or to the Secretary or the Secretary’s designee, in a time and manner designated by the requestor, for purposes of audit or determining Covered Entity's compliance with HIPAA Rules.
(l) In accordance with 45 C.F.R. § 164.528, document disclosures of PHI and information related to such disclosures as would be required for Covered Entity to respond to a request by an Individual for an accounting of disclosures of PHI.  Provide to Covered Entity or an Individual, in time and manner designated by Covered Entity, information required to provide an individual with an accounting of disclosures of PHI.
(m) Implement written policies and procedures, conduct periodic security risk assessments and evaluations, and train employees who have access to PHI about the standards, obligations, policies and procedures required by HIPAA Rules.
(n) Enter into a written agreement with each agent and subcontractor who has access to the PHI created, received, maintained, or transmitted by Business Associate in relation to Covered Entity and include in such agreement the same or parallel restrictions, requirements, and conditions that apply through this BA Agreement to Business Associate, including provisions with respect to reasonable and appropriate safeguards to protect electronic PHI.
4. Obligations of Covered Entity. Covered Entity shall not direct Business Associate to use or disclose PHI in any manner that would not be permissible under the Privacy Rule if done by Covered Entity.  Covered Entity agrees to provide Business Associate with:
(a) the applicable notice of privacy practices that Covered Entity produces in accordance with 45 C.F.R § 164.520 and material changes to such notice over time;
(b) any changes in, or revocation of, permission by an Individual to use or disclose PHI, if such changes affect Business Associate's permitted or required uses and disclosures; and
(c) notice of any restriction to the use or disclosure of PHI that Covered Entity has agreed to in accordance with HIPAA if such restrictions affect Business Associate's permitted or required uses and disclosures.
5. Defense, Indemnification and Hold Harmless.  The Business Associate agrees to defend, indemnify, and save and hold the Covered Entity, its agents, officers, and employees harmless from all claims, fines, penalties, damages, and settlement amounts arising out of, resulting from, or in any manner attributable to any unauthorized use or disclosure of PHI by Business Associate, its subcontractors, agents and employees under this BA Agreement, including legal fees or disbursements paid or incurred to enforce the provisions of this BA Agreement.
6. Term and Termination.
(a) Term. The Term of this BA Agreement shall be effective as of the Effective Date listed below, and shall continue until terminated as provided herein.
(b) Termination upon Termination of the Underlying Relationship. This BA Agreement will terminate upon the termination of the Business Associate's relationship with Covered Entity under the Service Agreement.
(c) Termination for Cause. Upon learning of a violation by Business Associate of a material term of this BA Agreement, Covered Entity shall provide Business Associate with notice to cure or end the violation by a specified time, which may be different for each type of violation, but the default for which shall be two (2) business days. The Covered Entity will have the right to terminate this BA Agreement and the Service Agreement if Business Associate does not cure the breach or end the violation within the time specified by Covered Entity; or the Covered Entity may immediately terminate this BA Agreement and the Service Agreement if the Business Associate has breached a material term of this BA Agreement and cure is not possible or is not in the best interest of Covered Entity, based on Covered Entity’s sole determination.

(d) Upon Termination.
(1) Except as provided in paragraph (2) of this section, upon termination of this BA Agreement for any reason, Business Associate shall immediately return or destroy, according to Covered Entity’s instructions, all PHI that it created, received, maintained, or transmitted on behalf of or to or for Covered Entity to the extent that Business Associate still maintains such PHI in any form. Business Associate shall take the same action for all such PHI that may be in the possession of its subcontractors and agents.  Business Associate and its subcontractors and agents shall not retain copies of any such PHI.
(2) In the event that Business Associate knowingly cannot or does not return or destroy PHI as described in paragraph (1) of this section, it shall notify Covered Entity of the specific circumstances and continue to extend the protections of this BA Agreement to such PHI and take all measures possible to limit further uses and disclosures of such PHI for so long as Business Associate or its subcontractors or agents maintain such PHI. The Parties intend that the provisions of this section 6(d)(2) survive termination of this BA Agreement.
7. Mutual Representations and Warranties of the Parties.  Each Party represents and warrants to the other Party that it is duly organized, validly existing, and in good standing under the laws of the jurisdiction in which it is organized, it has the full power to enter into this BA Agreement and to perform its obligations, and that the performance by it of its obligations under this BA Agreement have been duly authorized by all necessary corporate or other actions and will not violate any provision of any license, corporate charter or bylaws; and that neither the execution of this BA Agreement, nor its performance hereunder, will directly or indirectly violate or interfere with the terms of another agreement to which it is a party.
8. Governing Law.  This BA Agreement will be governed by and construed in accordance with the laws of the State of Minnesota, without giving effect to the conflicts of laws principles thereof.


9. 	Notices. All demands, notices, requests and other communications hereunder must be in writing and will be deemed to have been duly given only if delivered personally or by registered or certified mail return receipt requested to the Parties at the following addresses:
if to Covered Entity, addressed to:	
	
	Chris Bogut
	Ramsey County Compliance Office
	15 West Kellogg Blvd, Suite 250
	Saint Paul, Minnesota 55102

if to Business Associate, addressed to: 
[name/address]

or to such other address as a Party hereto will specify to the other Party hereto in writing in a notice which complies with this Section. Any party may give any Notice using other means (including personal delivery, expedited courier, messenger service, telecopy, telex, ordinary mail, or electronic mail), but no such Notice shall be deemed to have been duly given unless and until it is actually received by the intended recipient.
10. Amendment and Modification.  No part of this BA Agreement may be amended, modified, supplemented in any manner whatsoever except by a written document signed by the Parties' authorized representatives. The Parties agree to take action to amend this BA Agreement from time to time as necessary for Covered Entity to comply with the requirements of the Privacy Rule, Security Rule and the Health Insurance Portability and Accountability Act of 1996.
11. 	Headings.  The headings used in this BA Agreement have been inserted for convenience of reference only and do not define or limit the provisions hereof.
12. 	Counterparts.  This BA Agreement may be executed in any number of counterparts, each of which will be deemed an original, but all of which together will constitute one and the same instrument. Faxed signatures shall be treated as effective as original signatures.
13. 	No Third Party Beneficiaries. Nothing express or implied in this BA Agreement is intended to confer, nor shall anything herein confer, upon any person other than the Parties and the respective successors or assigns of the Parties, any rights, remedies, obligations, or liabilities whatsoever.
14. Disputes. If any controversy, dispute or claim arises between the Parties with respect to this BA Agreement, the Parties shall make good faith efforts to resolve such matters informally.
15. No Partnership, Joint Venture, or Fiduciary Relationship Created Hereby. This BA Agreement does not constitute a joint venture or partnership arrangement between the Parties and it does not create any relationship of principal and agent, or otherwise between the Parties. Neither Party shall be liable for any obligation incurred by the other, except as might otherwise be expressly provided in this BA Agreement. All employees of each Party shall remain the employee of that Party, and shall not be subject to any direction or control by the other Party. Nothing contained in this BA Agreement shall be interpreted as creating a partnership, joint venture, or employment relationship of the Parties, it being understood that the sole relationship created hereby is one of independent contractor.
16. Failure to Enforce Not a Waiver. The failure of either Party to enforce at any time any provision of this BA Agreement shall in no way be construed to be a waiver of such provision or of any other provision hereof.
17. Successors and Assigns. This BA Agreement shall be binding upon the respective successors, heirs, administrators and permitted assigns of the Parties.
18. Entire Agreement. This BA Agreement constitutes the entire agreement of the Parties with respect to the subject matter hereof and supersedes all prior understandings or agreements, written or oral, with respect to the rights and responsibilities of the Parties set forth in this BA Agreement.
19. Effect on Covered Agreement. Except as relates to the use, security and disclosure of PHI and electronic transactions, this BA Agreement is not intended to change the terms and conditions of, or the rights and obligations of the Parties under, the Service Agreement.
20. Interpretation. A reference in this BA Agreement to a section in the Privacy Rule or Security Rule means the section as amended from time to time. Any ambiguity in this BA Agreement shall be resolved in favor of a meaning that permits Covered Entity and Business Associate to comply with the HIPAA Privacy Rule and the Security Rule.

WHEREFORE, this BA Agreement is duly approved as of the date of the Service Agreement. 
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