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Cyber Safety
How secure is your online life?



Yet, for all its advantages, increased 
connectivity brings increased risk of 
theft, fraud, and abuse.

Today’s world is interconnected



Cyber Safety is always a concern

Being online exposes us to cyber criminals 
and others who commit identity theft, 
fraud, and harassment.
Every time we connect to the Internet—at 
home, at school, at work, or on our mobile 
devices—we make decisions that affect 
our cybersecurity





Identity Theft – Billions in losses



Four significant trends found in 2016 fraud

• Fraud leaps to record high incidence – in 2016 6.1% 
of consumers became victims of identity fraud, an 
increase of more than 2 million victims

• Card-not-present (CNP) fraud rose significantly –
with the growth of e-commerce fraudsters moved 
online, increasing CNP fraud by 40%

• Account takeover losses high - $2.3 billion in 2016, a 
61% increase from 2015, while incidence rose 31%

• New-account fraud continues unabated – fraudsters 
have become better at evading detection, with victims 
likely to discover fraud through review of credit report 
(15%) or when contacted by a debt collector (13%)



How It’s Done
• Thieves obtain personal information about 

victims

• Use information to access existing or create 
new accounts

• Spend money as fast as they can

• Move on to the next victim





Phishing emails are emails designed to fool you into opening an 
infected attachment or clicking on a malicious link.
They can be very convincing, appearing to come from an organization 
or person you know. Sometimes cyber attackers even use details from 
your social media account to craft customized phishing attacks.

Securing Yourself
Cyber attackers have learned that 
the easiest way to get something is 
to ask for it.
Common sense is your best 
defense.
If a message or phone call seems 
odd, suspicious or too good to be 
true, it may be an attack.



Email – phishing for your information

http:/epilasyondiyarbakir.com/image/error/boa



Spotting a Tech Support Scam







Always change the default admin password to a strong 
password you know.
Configure your network to require a password for those 
that connect. Use the latest encryption (currently WPA2).
Be aware of all devices connected to your home network, 
including baby monitors, gaming consoles, TVs, or perhaps 
your car.

Securing Your Home Network
Your Wi-Fi router is a physical 
device that controls who can 
connect to your wireless network at 
home.



If possible, have two computers at home, one for parents 
and one for kids. If you are sharing a computer make sure 
you have separate accounts for everyone and that kids do 
not have privileged access.
Computers should have a firewall and anti-virus installed, 
enabled and running the latest version.
Before disposing of computers or mobile devices, be sure 
they are wiped of any personal information.

Securing Your Computers / Devices
Ensure all devices are protected by a 
strong PIN or passcode and are running 
the latest version of their software.



Use strong passwords
My passwords are long, complex, and don't contain dictionary 
words
I never share my passwords
I use different passwords for different services
I use different passwords for home and school/work
I store my passwords securely
I use multifactor authentication like Google's 2-step verification

Securing Your Accounts / Passwords
Managing those numerous online 
accounts, devices and computers.

Tips from a college poster:



Create regular backups of all your personal 
information.
If an online account is hacked immediately log in and 
change the password to a strong, unique password. If 
you no longer have access, contact the company.
Monitor your credit cards. If you see any charges you 
do not recognize, call the credit card company right 
away.

What to Do When Hacked
No matter how secure you are, sooner or 
later, you may be hacked.



Protecting our children
• Our children are living in a world with 

technology far advanced from what we 
experienced in our youth

• The Internet is a wonderful tool that enables 
our kids to tap into a vast wealth of knowledge, 
learn about a variety of topics, build a network 
of friends, and to interact with people and 
cultures around the world

• Our job as parents is to educate and mentor 
them on how to navigate this large and often 
confusing world safely and securely



3 Dangers kids face online
• Strangers – can pretend to be anything they want online. 

Threats include sexual predators and fraud (game accounts)

• Friends – same threats we faced growing up, but on a bigger 
scale and can happen anonymously. Cyber bullying, pranks, 
sextortion, ex-boy/girlfriends, etc.

• Themselves - can mistakenly believe what they share can 
be private or can be removed. Sharing too much. Accessing 
inappropriate content. Spending too much time online. Bullying or 
harassing others. Damaging their reputation. Downloading or 
sharing copyrighted material. 





Webcast on subject: https://www.rsaconference.com/videos/securing-todays-online-kids



Tips for using Public Wi-Fi Networks

• When using a hotspot, log in or send personal 
information only to websites you know are fully 
encrypted. To be secure, your entire visit to each site 
should be encrypted – from the time you log in to the 
site until you log out. If you think you’re logged in to an 
encrypted site but find yourself on an unencrypted 
page, log out right away.

• Don’t stay permanently signed in to accounts. When 
you’ve finished using an account, log out.

• Do not use the same password on different websites. It 
could give someone who gains access to one of your 
accounts access to many of your accounts.



Tips for using Public Wi-Fi Networks

• Many web browsers alert users who try to visit 
fraudulent websites or download malicious programs. 
Pay attention to these warnings, and keep your 
browser and security software up-to-date.

• Consider changing the settings on your mobile device 
so it doesn’t automatically connect to nearby Wi-Fi. 
That way, you have more control over when and how 
your device uses public Wi-Fi.

• If you regularly access online accounts through Wi-Fi 
hotspots, use a virtual private network (VPN). VPNs 
encrypt traffic between your computer and the internet, 
even on unsecured networks.



IdentityTheft.gov online reporting



Identity Theft Resources
• Federal Trade Commission

ftc.gov/idtheft
IdentityTheft.gov
1-877-ID-THEFT (428-4338

• Federal Bureau of Investigations – FBI
IC3.gov

• Minnesota Commerce Department
mn.gov/commerce/consumers/your-money/identity

If you lose money to a scam, call 9-1-1



Request an annual credit report
Read your credit reports. You have a right to a free 
credit report every 12 months from each of the 
three nationwide credit reporting companies.

Order online: annualcreditreport.com
Call 1-877-322-8228

• Equifax 1-800-525-6285
• Experian 1-888-397-3742
• TransUnion 1-800-680-7289



STOP. THINK. CONNECT.

is about taking a moment to stop 
and think about the places we 
visit online, the information that 
we share and the communities in 
which we participate before and 
while we are connected to the 
Internet.
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Questions, Comments and 
Concerns 
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